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1. [bookmark: _Toc277704728][bookmark: _Toc312959365][bookmark: _Toc334608795]Purpose
[bookmark: _Toc272935309][bookmark: _Toc272935482][bookmark: _Toc273088077]To manage and regulate configuration changes for facility management services made on the existing environment to create audit trail for the same based on requests and/or requirements. To manage and track configuration changes, made within the existing set up,  received from SLA parameters, via phone/email, functional domain specific Administration Team and/or client requests or requirements via phone/email. This applies to all employees, vendors, business partners and anyone working with information processing and for NST Server room.
It is limited to below mentioned types of changes:
1. Modification/ Replacement of Hardware configuration
2. OS Upgrades
3. Implementation of application software like upgraded version of Antivirus installation across all workstations/Servers, applying content filter software for all existing Domain IDs
4. Network/ Connectivity Set up for new location
5. Data Center Operations modifications
6. Overall Organization bandwidth increase
7. Application of Software/OS Patches

2. [bookmark: _Toc277704730][bookmark: _Toc312959366][bookmark: _Toc334608796]Roles and Responsibilities
	Roles
	Responsibility

	System Administrator
	· IMS Management
· Data Backups
· Server usage tracking
· Reports Management

	Backup Administrator
	· Scheduling Backup jobs
· Checking whether Backup job has been successful or not
· Finding out cause for Backup Failure
· Maintaining Server Backups Master sheet

	Network Administrator
	· Planning networks 
· Handling network issues 
· Network setup and management
· Client servers Monitoring support

	Mail Administrator
	· Creating Mail accounts for employees
· Managing access control on mail accounts
· Coordinate with Mail Service Provider
· Handle Mail related issues

	Desktop Engineer
	· Ticket assignment
· Ticket escalations from engineers
· Desktop Issues
· Helpdesk
· 


[bookmark: _Toc277704731]
3. [bookmark: _Toc312959367][bookmark: _Toc334608797]Inputs
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]The various roles defined in the IT Team initiate change management process on receipt of change requests via email/phone, from functional domain specific Administration Team and client request or requirement via phone/email. The inputs for this process are: -
· Requests/requirements from clients, functional domain specific administration teams, helpdesk, and vendors/service providers.
· Incident Management Procedure
· Hardware and Software Augmentation Procedure 
· Inputs from end users

4. [bookmark: _Toc312959368][bookmark: _Toc334608798]Change Management Process
1. Change Request will be initiated by IT Department/or Manager IT itself and will be forwarded to Manager/Senior Manager IT via E-mail.
2. Manager IT will work on inputs which he receives for Change Request like reason/Requirement of Change (can be Bandwidth usage reports, new requirements, Reviews/Issues faced for existing antivirus for Antivirus Upgrade, Network/Connectivity set up on new location for accommodation, etc.).
3. Manager IT/Senior Manager IT will identify the areas where requested change can impact. After this analysis, all stakeholders will be informed about the change and impacted areas. Impact Analysis for each change will be recorded in Change Request Impact Analysis Form Template. A back-out plan will be laid and analyzed for each change.
4. After consultation with all the stakeholders for critical changes after approval from Security Council and for all other changes after approval from CISO, IT will execute implementation on the required change. In case any stakeholder has any objection regarding the timing or impact related to the activity, then this is brought in notice of Senior Management who will then take decision on it. IT team will then take action accordingly. IT department is responsible for effecting necessary changes.
5. All stakeholders will be informed about the shutdown time (Servers Downtime, Network Connectivity downtime etc) required for the application of the change so that they can plan their work accordingly. IT team will try to execute these changes preferable on a weekend or holiday. There can be changes which need to be implemented in coordination with multiple functions. So all function owners will be involved in planning and execution of the change.
6. Any initial input from end users (like Software list during Workstation replacement, Server restart procedure during Server shut down/maintenance) will be taken by IT team and other function owners (in case change is to be implemented in coordination with multiple functions) before implementation of change. This will be input when Security Council/CISO will analyze, evaluate and take decision on implementation of the change.
7. After effecting the changes, all stakeholders will be intimated via. Email (wherever stakeholder needs to be informed).
8. IT department (and other function owners if they are involved in the implementation) will make necessary arrangements to revert to earlier state, if change is unsuccessful.  
9. During all phases of the change, the evidence of Change Requirement/ Reason, Approvals, will be maintained.

5. [bookmark: _Toc272935485][bookmark: _Toc273088081][bookmark: _Toc277704734][bookmark: _Toc312959369][bookmark: _Toc334608799]Measurement
· No. of change requests received
· No. of changes implemented
· No. of changes rejected
· No. of incidents which occurred due to the change
· No. of changes which had to rolled back and reason for that


6. [bookmark: _Toc272935486][bookmark: _Toc273088082][bookmark: _Toc277704735][bookmark: _Toc312959370][bookmark: _Toc334608800]Validation and Verification

· Change Request Form
· Approvals from Security Council/ CISO


7. [bookmark: _Toc312959371][bookmark: _Toc334608801]Outputs
[bookmark: _Toc272935488][bookmark: _Toc273088084]
· Change Request Form
· Change Request Impact Analysis Form
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